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The Influence of the Social Security and Tax
Number System on Privacy in Japan

Junichiro Makita*

Overview
. Qutline of the Social Security and Tax . The Influence of the Number System on
Number System Privacy in Japan
II. Overview of the Circumstances of IV. The Path We Should Take

Privacy Protection in Japan

[ . Outline of the Social Security and Tax Number System.l)

The government is planning to introduce the Social Security and Tax Number
System ( “the number system” ) in 2016. This will influence a lot on privacy in
Japan. I will explain this number system first.

1. Purposes
The government explains that it will adopt the number system in order to (1)
enhance the social security to people who truly need it, (2) achieve the fairness

of burdens such as the payment for income tax, and (3) develop the efficiency in
administration.

2. The Mechanisms of the Number System

The number system has following three mechanisms.

*ateta HEANTA HEAL 4B
1) See materials in English available at http://www.cas.go.jp/jp/seisaku/bangoseido/english.html



2.1. Number Assignment

The government will assign new numbers associated with up-to-date data on
four types of basic information (name, address, sex and date of birth). The
function of the numbers is to grasp information regarding incomes and so on and
use efficiently that information for social security and taxation.

Numbers in the number system have the following five characteristics.

(i) Each and every person is assigned one Number

(i) Each person has a unique Number

(iii) Numbers can be used in the private and public sectors
(For example, if Company A pays wages to Individual B, in order for the
national and local governments to obtain a grasp of Individual B’s wages,
Company A must send a payment record including Individual B’s number to
the governments. So, Individual B must present his or her number to
Company A. In that sense, the number is used from Individual B (private
sector) to Company A (private sector) to the national and local governments
(public sector))

(iv) Numbers shall be confirmed visually (It is necessary for Company A to
confirm the number presented by Individual B)

(v) Numbers shall be associated with four types of up-to-date information

2.2. Information Sharing

Multiple institutions will share information relating to an individual by associating
number system numbers and other numbers (We already have many other number
systems such as the pension number system) with him or her.

In information sharing, when an institution with a database requires specific
information from a database held by another institution, it uses some form of
identifier (This is not number system number. Identifier is made from the number
system number and the Juki Net residency registry system number) to specify the
individual in question and then obtains new information.

Institutions must use an information sharing infrastructure in order to clarify the
type of personal information being shared and the reason for sharing it.

2.3. ldentification

The government will distribute IC cards to the public. The surface of the cards



will display the four types of basic information and a facial photograph. The IC
cards also have IC chips to record numbers. The IC cards could be used for
in-person identification and online authentication.

3. Extent of Procedures Including Notification and Use of the Numbers

The following is the extent of procedures in various fields in which the public
will provide and use the numbers.

3.1. Pensions

Procedures related to notifications, benefit payments, and premiums for those
eligible for National Pension Plan and Employees’ Pension Insurance, defined
benefits pension plans, defined contribution pension plans, mutual aid pensions,
government pensions, etc.

3.2. Labor Insurance

Procedures related to notifications for those eligible for employment insurance,
receipt of unemployment benefits, job-seeking at public employment offices, and
workers compensation benefits

3.3. Welfare

Procedures related to applications for payment of childrearing allowance, special
child allowance, special benefits for people with disabilities, etc.

Procedures related to applications and notifications for livelihood assistance

Procedures related to applications for welfare fund loans for single mother
families and widows and for living welfare fund loans

3.4. Care Insurance

Procedures related to notifications, benefit payments, and premiums for those
eligible for care insurance



3.5. Healthcare

Procedures related to notifications and premiums for those covered by health
insurance (including short-term benefits under the National Public Officers Mutual
Aid Association Act and the Local Public Officers Mutual Aid Association Act) or
the National Health Insurance Act

Procedures related to applications for healthcare benefits under the Maternal
and Child Health Act and the Child Welfare Act and applications for self-reliance
support under the Services and Supports for Persons with Disabilities Act.

3.6. Taxes

Entry on documents directed by national tax laws to be submitted to a Tax
Office Director, and related uses.

Entry on documents directed by local tax laws and related ordinances to be
submitted to a local government, and related uses.

3.7. Other

Procedures related to social security and local taxes as designated by prefectural
ordinances.

II. Overview of the Circumstances of Privacy Protection in Japan

1. Overview of the Act on the Protection of Personal Information2)

The purpose of the Act on the Protection of Personal Information is stipulated
as follows in Article 1:

The purpose of this Act is to protect the rights and interests of individuals while
taking consideration of the usefulness of personal information, in view of a
remarkable increase in the use of personal information due to development of the
advanced information and communications society, by clarifying the responsibilities
of the State and local public bodies, etc. with laying down basic philosophy,

2) See materials in English available at http://www.caa.go.jp/seikatsu/kojin/index_en.html



establishment of a basic policy by the Government and the matters to serve as a
basis for other measures on the protection of personal information, and by
prescribing the duties to be observed by entities handling personal information,
etc., regarding the proper handling of personal information.

As noted in Article 1, the opening section of the Act on the Protection of
Personal Information calls for the State and local public entities to formulate and
implement measures to protect personal information, but specific provisions for
administrative organs are provided in other laws. The Act on the Protection of
Personal Information Held by Administrative Organs provides for the State, the Act
on the Protection of Personal Information Retained by Independent Administrative
Agencies and Others provides for independent administrative entities, and
ordinances to protect personal information provide for local governments.

The following sections of the Act on the Protection of Personal Information lay
down the general duties that must be observed by the private sector. The main
duties of the private sector are stipulated to be (1) Restriction by the Purpose of
Use, (2) Proper Acquisition, (3) Security Control Measures, (4) Restriction of
Provision to Third Parties, (5) Disclosure, Correction, Stopping the Use. These
duties were decided based on the aforementioned eight principles of the OECD.
More detailed regulations exist for finance, health care, and other individual fields
in the private sector through guidelines determined by the relevant ministries and
agencies. These duties do not apply to small-scale entities or for personal use, or
to media reports, research, religious activities, and political activities.

In order to ensure that the private sector observes these obligations, each
industry draws up its own guidelines for protection of personal information, and an
authorized organization for the protection of personal information handles any
complaints concerning the handling of personal information made against an entity
handling personal information, separately from the entity. And if the entity does
not uphold its obligations, the competent minister holding jurisdiction over the
entity can take measures for improvement of the situation, such as ordering that
it correct or stop the violations. If the entity does not comply with the order for
correction or cessation, it will be sentenced to imprisonment of not more than six
months or to a fine of not more than 300,000 yen.

2. Technological Advancements and Delay in Response

Although the Act on the Protection of Personal Information has been enacted



since 2005, the issue of privacy has still not been sufficiently resolved. In society
today, technological advancements have made it possible to easily grasp, store, and
analyze an individual’ s history of behavior.

For instance, web page view history and search history on the Internet is
collected and analyzed. Behavioral data is grasped by attaching cookies to the
browsers of website visitors, which allows revisits to the site by the same cookie
to be recognized as visits by the same individual. This is not regulated by
Japan’ s Act on the Protection of Personal Information.

Because this Act regulates the entities those have “personal information” . In
this Act, “personal information® means information about a living individual which
can identify the specific individual by name, date of birth or other description
contained in such information (including such information as will allow easy
reference to other information and will thereby enable the identification of the
specific individual).

The term in parentheses shows that the information A which cannot identify the
specific individual itself fall into “personal information” when the entity who
obtain the information A can easily identify the specific individual by combining it
with other information. For example, a telephone number itself is not usually
“personal information” . Because, in Japan, it is not easy to know whose number
it is from the number itself. But, if you have a database to search telephone
numbers and easily know whose number it is, the telephone number could be
personal information for you.

Come back to cookies, since the operator only has a history of visits by cookies,
and not information that can identify the visitors, such as names, the operator is
not regulated by Japan’ s Act on the Protection of Personal Information.

But with the accumulation of information such as browsing history, it would
become easier to identify whose information this is; and even if identification is
not possible now, it is likely that technological progress will make this possible in
the future.

These issues raise new questions. Should we leave it unregulated when a person
could be identified on the Internet without being identified in the real world? We
have to make new rules for the identification on the internet. The United States
is more advanced than Japan in online behavioral advertising, a form of
advertising that collects and analyzes web behavior to send advertisements tailored
to the tastes of an individual. In response to this, the industry is imposing
self-regulations and there are also studies underway on regulatory bills. Meanwhile,
in Japan, the government has just begun to argue plans for regulations.



[I. The Influence of the Number System on Privacy in Japan

1. The Privacy Problems of Identification

Amid such advancements in gathering information on an individual’ s history of
behavior, the government is now stepping up its work to introduce the number
system as I mentioned earlier.

In Japan, the Juki Net residency registry system was launched in 2003 as a
national ID system, but due to concerns over privacy, it was prohibited for the
private sector to ask for this number. In addition, there are hardly any cases
requiring the presentation of this number to receive public services. Because of
such circumstances, there is hardly anyone who knows his or her own number.
Meanwhile, however, the numbers in the number system are used for tax
collection purposes, it would have to be presented to the other party in the event
of monetary transactions, making it clear that this will come to be used in the
private sector. If this number is broadly used in the private sector, it could serve
as the key to collecting personal information, and, as in the United States, lead to
the development of an industry dealing in personal information.

Daniel Solove, a professor of law at the George Washington University Law
School in the U.S, wrote that identification itself has privacy problems because it
connects people to data, identification attaches informational baggage to people.
This alters what others learn about people as they engage in various transactions
and activities.

There are concerns that our society will become one in which a single piece of
information can provide the means to retrieving large amounts of information
about an individual.

2. Society Heading toward a Panopticon

It could be said that living in a society where new technological advancements
can put your personal information on display to others, notably the government
and big companies, would be like being imprisoned in a Panopticon prison building.
A Panopticon prison is designed so that the prisoners in their cells are unable to
tell if the observers in the observation tower are watching them or not. Imagine
how it would be to have your personal information known to a person in control
but you are not able to see that person. If this situation continues, you would



begin feeling that you’ re being monitored at all times even when that person is
not actually observing you, and this would discourage you from acting differently
from other people. This kind of chilling effect leads to a loss of autonomy. It is
an issue that cannot be overlooked as it shakes the foundation of democratic
society, which is built on the premise of a collective body of autonomous
individuals.

The German Federal Constitutional court expounded the importance of privacy
as the foundation of a democratic society in its 1983 population census decision. It
concluded that a person who cannot foresee with sufficient certainty how much of
his or her information is known to certain segments of society, and who is not
able to assess to a certain degree the knowledge of his/her communication
partners, may be essentially limited in his/her liberty to plan and make decisions.
A society in which the citizens can not learn who came to know what about
them, and when and at what opportunity this took place, would stand against the
right to informational self-determination, and this also follows for the legal order
that made this possible. It goes on to say that individuals who are concerned that
behavior differing from others can always be recorded, accumulated forever as
information, wused, and communicated, would avoid attracting attention to
themselves by taking that kind of action. For example, people who know that
there is the possibility of danger in participating in a meeting or civil movement,
which will be recorded by the authorities, would probably not exercise their basic
rights such as the freedom to meet and the freedom of expression. This sentiment
not only damages the development of each individual personality, but also the
public interest; the reason being that self-determination, which forms the basis for
citizens to act on their own decision and supports their capability to cooperate
with others, is the basic condition necessary for a free and democratic community
to function.?

Moreover, the Act on the Protection of Personal Information has brought
Japanese society closer to a Panopticon. In a Panopticon, the flow of information
between prisoners in their individual cells is obstructed. In much the same way,
the Act of Protection of Personal Information has been inhibiting the flow of
personal information in the private sector in a general and comprehensive manner.
The provisions of Japan’ s personal information act are, in principle, directed
toward controlling the flow of all personal information. Based on this, all
possessors of personal information—mostly government and large companies—can

3) Tsuyoshi Hiramatsu, Kojinjyoho hogo— riron to un’ yo [Protection of Personal Information: Theory and
Application] p. 26



easily refuse to provide information on the basis of protection of personal
information. And those who want information—mostly the general public, media,
and researchers—are not be able to obtain useful personal information even on
rational grounds unless they act aggressively and devote an enormous amount of
time and effort.  There is an increasingly uneven distribution of personal
information.

Solidarity between people is being hampered because name lists cannot be
created. There have also been an increasing number of cases where the names of
public officials involved in scandals are not revealed under the pretext of personal
information. Speaking from my own experience, I had once requested an insurance
company to provide me with a document that was prepared by a doctor upon
their request concerning the injury of a client of mine, but they refused to give
this to me on the grounds that it contained personal information on the doctor.

In this way, through advancement of technology and the Act on the Protection
of Personal Information, a trend can be seen in Japan for certain powers to have
the bulk of personal information, making it appear that Japan is heading toward
becoming a Panopticon.

IV. The Path We Should Take

[ now wish to propose some schemes that we should take to avoid becoming a
Panopticon.

1. Redefining the Value of Privacy

[ believe that the time has come for us to think once again about the value of
privacy. Developments in technology change how privacy should be protected. For
example, Article 35 of the Japanese Constitution, which provides for protection of
all persons in their home against entries, searches and seizures, can also be
considered as aiming to protect the privacy of the residence, but if there are
technologies that can eavesdrop on conversations or see inside the house from
outside, limits will be reached in protection under Article 35. Much of our privacy
has been protected merely by existing physical elements, such as the exterior
walls of a house. In a society where the advancement of technology has made the
walls of a house no longer able to live up to their role of protecting privacy,



aggressive measures to protect privacy become necessary to replace the walls. In
considering what form this should take, it would be necessary to pursue the
meaning of privacy protection, namely, discern what kind of values privacy has
been attempting to protect.

[ believe that the value of privacy lies in protecting the autonomy of people.
Thus it would be necessary to analyze privacy issues and, notably for those cases
that make autonomous decision-making difficult, take aggressive measures to
rectify the situation.

2. Privacy by Design

Many people feel that technological advancements will result in loss of privacy.
It is true that technology is making astounding strides, and legislation is unable to
keep pace with individual technologies. It would, however, be possible to also use
this technology to protect privacy.

An example would be using the aforementioned cookies. Cookies can be used to
refuse the wuse of cookies that track user behavior on the Internet. For
surveillance cameras as well, there are technologies that can store the footage as
blurred images when there is nothing out of the ordinary and restore this to sharp
images when the need arises. There’ s also a method in which the camera begins
to record images only when abnormal actions are detected such as a person
suddenly running.

In this way, in the debate on protection of privacy hereon, it would be
important to have technologies that are less privacy-invasive deliberately
developed and adopted from the design stage. Special efforts to maintain privacy
should not have to come from the side of the public; they need to be made by
the developers of systems that could infringe on privacy.

This kind of thinking was broadened in scope by the concept of Privacy by
Design. Privacy by Design proposes the design of technologies or systems that
consider privacy. Privacy considerations include minimum use of personal
information, maximum implementation of security, and strengthening the
individual” s power to control his or her information. In order to protect privacy
within an environment undergoing significant technological advancements, it is
believed necessary to also determine a comprehensive doctrine of this kind, and
within each individual case, weigh the interests of the necessity of personal
information against the protection of privacy, rather than having separate, specific
conduct controls.



Google, Facebook, and other Internet services with large numbers of users were
introduced to Japan from North America. Due to the efforts of non-governmental
organizations for privacy protection and the Federal Trade Commission (FTC) of
the United States, as well as the Privacy Commissioner of Canada, these services
reflect to some extent the concept of Privacy by Design, and constant
improvements are also being made. It is actually because of this situation that
there has been little opportunity in Japan for people to take the initiative in
thinking about protection of privacy on the Internet. (They tend to take protection
of privacy for granted, with little interest in the methods taken to protect privacy.)
However, [ believe that in the near future, value will be placed on products and
services excelling in privacy protection—just like environmental protection is today.

3. Establishment of a Third Party Entity for Privacy Protection

One of the reasons that can be given for why Japan is lagging behind in
privacy protection is that there has been no organization to comprehensively
handle Japan’ s privacy issues.

Studies were conducted on the establishment of a privacy commissioner when
the Act on the Protection of Personal Information was enacted, but due to the silo
bureaucracy of the ministries and agencies, it was decided that the respective
ministers would be responsible for overseeing the protection of personal
information in the private sector. A system for oversight by a minister, who is not
an expert in privacy issues, is not effective.

Proactive efforts should be taken to build a social infrastructure that will
minimize the risk of infringement of privacy. A third party entity should, after
establishing the basic concepts for privacy protection in digital society, monitor
how administrative organs are implementing concrete policies based on these
concepts (e.g. privacy impact assessment). It would also have the function of
giving guidance, advice, counsel, and orders concerning the situation of privacy
protection, and promoting the spread of this basic concept among the private
sector and the implementation of specific policies in line with this concept.

This third party entity needs to be established not just on the national level but
on the local level as well. These third party entities should, in addition, play the
role of bodies providing simple and fast solutions for privacy disputes with the
government and private sector, and serve to promote awareness among the public
on the true circumstances of personal information circulation and use, as well as
the methods taken to protect privacy.



Abstract

The Influence of the Social Security and Tax
Number System on Privacy in Japan

Junichiro Makita

The Japanese government is planning to introduce the Social Security and Tax
Number System ( “the number system” ) in 2016. This will influence a lot on
privacy in Japan.

The government will assign new numbers. The function of the numbers is to
grasp information regarding incomes and so on and use efficiently that information
for social security and taxation. Multiple institutions will share information relating
to an individual by associating number system numbers and other numbers with
him or her. The government will distribute IC cards to the public. The IC cards
could be used for in-person identification and online authentication.

Although the Act on the Protection of Personal Information has been enacted
since 2005, the issue of privacy has still not been sufficiently resolved. In society
today, technological advancements have made it possible to easily grasp, store, and
analyze an individual’ s history of behavior. Amid such situation, the government
IS now stepping up its work to introduce the number system. There are concerns
that our society will become one in which a single piece of information can
provide the means to retrieving large amounts of information about an individual.

It could be said that living in a society where new technological advancements
can put your personal information on display to others, notably the government
and big companies, would be like being imprisoned in a Panopticon prison building.
If this situation continues, you would begin feeling that you’ re being monitored at
all times even when that person is not actually observing you, and this would
discourage you from acting differently from other people. This kind of chilling
effect leads to a loss of autonomy. It is an issue that cannot be overlooked as it
shakes the foundation of democratic society, which is built on the premise of a
collective body of autonomous individuals.

Therefore 1 would like to propose some schemes that we should take to avoid



becoming a Panopticon.

First, I believe that the value of privacy lies in protecting the autonomy of
people. Thus it would be necessary to analyze privacy issues and, notably for
those cases that make autonomous decision-making difficult, take aggressive
measures to rectify the situation.

Second, in the debate on protection of privacy, it would be important to have
technologies that are less privacy-invasive deliberately developed and adopted
from the design stage. Special efforts to maintain privacy should not have to come
from the side of the public; they need to be made by the developers of systems
that could infringe on privacy.

Third, proactive efforts should be taken to build a social infrastructure that will
minimize the risk of infringement of privacy. A third party entity should, after
establishing the basic concepts for privacy protection in digital society, monitor
how administrative organs are implementing concrete policies based on these
concepts. It would also have the function of giving guidance, advice, counsel, and
orders concerning the situation of privacy protection, and promoting the spread of
this basic concept among the private sector and the implementation of specific
policies in line with this concept.
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Which Urgent Initiatives to be Taken to Safeguard
Our Freedoms with Regard to the Current
Worldwide Digital Developing Ecosystem

Marie GeorgesD

Overview

INTRODUCTION - The Challenges, Origin,

L.

Urgent Initiatives for Effective Solutions

Assessment of the Components of DP
Legal Materia Principles Based on the
90’ s and 200 s Vision, with Regard to

. Assessment and Foreseen Update on the

Rules Applying to Transfers of Data to
Foreign Countries (or Third Countries
from EU, or Non Parties to Convention
108)

the Evolution of IT and of Their Uses.

II. Assessment of the Provisions Related to
the Limitation to the Material Principles
“as Far as Necessary in a Democratic
Society”

IV. The Means for Effective Application of
the Material Principles Final Precisions.

Preliminary Thankful Words

[ would like to express my gratitude and how honoured 1 fill by invited by the
Institute of legal Studies of Konkuk University to share in South Korea my
experience and thoughts. It is also emotional as it is the fourth time [ am invited
in Korea since 20022. on different topics related to “ITC and freedom” legal

1) independent expert in “ICT and Human Rights” , France, Europe

Member of the “FREE Group” (The Fundamental Rights European Expert Group associates academics
and experts of several EU countries focusing on monitoring, teaching and advocating in the European
Union freedom, security and justice related policies); scientific expert for the Council of Europe in
modernizing the DP convention and for promoting DP; former adviser for development and foresight of
the chairman of the French independent “ICT and Freedom” Commission (Data Protection
Authority), former member of the European Commission’ s unit in charge of elaborating the DP
directive of 1995.Economist working for the learning centre at the national research centre for
computer sciences (INRIA), she was in the small activists team in 1973-78 for the adoption in France
of the 1978 DP law, then recruited by CNIL for helping organizing the staff and for the application of
the law in different sectors.



system of protection, as being French I use and like to say. On international
level the words of “Data Protection” or “Data privacy” are more common and
historical, but not well tailored in my view with regard to what is at stake as we
see it now quite well.

INTRODUCTION — The challenges, Origin, Urgent Initiatives for

Effective Solutions

1. Information and communication technologies (ICT) are moving fast from a
number of perspectives: local, regional, international in the fields of ICT research,
working division and use together with different methods of design  (open
source/proprietary), different economic models, huge competition.

Along with the extension of use of ICT and ICT innovations® within our daily
life, for work, hobbies, relations, frequent or exceptional activities personal or
collective or personal, more and more of all our different but freedoms and
fundamental rights are at stake while being interconnected, privacy, right to
association, right to information, to religion belief, to move freely (location data)
---while even dignity and the right to resistance are now be at stake. As a result
the so called “Data Privacy Protection” is more and more the basic right and
mean to safeguard the exercise of all our human rights in the digital space
connected to real life.

From my 40 years of experience in DP as practitioner, the concrete desired
solutions to save guard our interconnected Human Rights with regard to ICT are
very close everywhere with no much “cultural distances” but the possibly to
implement them in concrete legal system relates to precise legal system and vision
at a certain time together with political rapport de force locally and
internationally.

As a matter of facts, it can be demonstrated that the general basic principles

2) 1 was invited first in Korea for a conference in 2002 held by the KISA while the first Korean Data
privacy law was in the course of elaboration; then in 2009 by the KHRC before second DP law was
adopted in Korea, which established a second DP regulatory authority; then in November 2012 for
three DP events, invited by the Sung Kyun Kwan University, the Korean Constitutional Law
Association, the Personal Information Protection Law Association and by the Personal Information
Protection Commission.

3) According to experts, all the today operated IT did not exist 10 years ago and 50% of the
nanotechnologies will be in the field of IT.



called either “Fair information practices”, “data protection”, “data privacy “or”
ICT and freedoms”, first established in the 70s¥, are still fully meaningful, but
because of there implementation in particular legal system at a particular time,
the first urgency is to assess up to which point our precise legal enforced DP
systems to implement them at a certain time, mostly dated in the 90’ s and
2000° s, are still efficient or not, including at technical level, and as a
consequence to identify which gaps arise and how to fulfil them.

In a word, in order to get a sustainable data privacy in a changing world mostly
due to evolving IT and services within national boundaries, regionalisation and
globalisation, it is necessary to assess regularly the legal framework in which we
operated to make it evolving for effective protection of our human rights.

2. 1 intend to share with you today the identification of the gaps and possible
solutions by confronting the different components of all our ‘ICT and freedoms’
laws (definitions/scope, basic safeguards /obligations of those designing, producing,
or handling personal data, complementary safeguards /individual’ s rights,
principles related to transfer of personal data to foreign countries, institutional
independent mean for enforcement, international cooperation) to concrete examples
taken in those marketing designated areas of personal data processing “blogs” ,
“forum” , “social networks” , “search engine” , “cloud computing” , “big
data” , “internet of things” , to new types of very intrusive data being now
processed and new types of processing (such as digital fingerprints, DNA, facial
recognition), also in areas of e governmental policies (e health, electronic
passport, digital fingerprints, DNA ---). The explosion of personal data processing

leads mainly to assess the mechanisms of the governance and to complement

them.

3. Because more and more personal data processing are international and spread
between different actors differently located, to be short, from the user device or
equipment (smartphone/app, laptop/software, computer/software), to the network

4) See on Bog Gellman ‘s web site the US history of the FIP, lastly updated in June 2013,
http://bobgellman.com/rg-docs/rg-FIPShistory.pdf.
In EU and on international level the First Data Protection Law was adopted lin 1970 in Land Hessen -
Germany, the first national DP Law in 1973 in Sweeden, the French « Informatics and Freedoms »
Law was adopted in 1978. On international level the OCDE DP Guidelines were adopted in 1980,
Council of Europe’ s convention 108 was adopted in 1981, UN Guidelines for national DP Law (in line
with the CoE’ s convention) were adopted unanimously by the General Assembly in 1990, the EU
directive on Data protection which developps Convention 108 was adopted in 1995



(--), the platform offered by cloud computing entities to the recipients though
their equipments for the particular purpose of the personal data processing at
stake, it becomes obvious that:

3.1. The design and implementation of each of the elements in the chain of the
data processing at stake, has to contribute to the overall data processing by taking
care of the data protection principles. So all the different kind of actors involved
in the processing operations of personal data must be under coherent obligations.

3.2. To obtain such result, from a national point of view more and more
extraterritorial legal needs occur which are filled today by the famous EU “
adequacy level of protection principle” through assessment of the recipient
country legal framework, or its pragmatic solutions through contacts and binding
corporate rules together with exceptional safeguard in case of need, so the
users/data subject rights go along her/his data.

4. With the acceleration in the number of States in the world having adopted
DP laws, up to reach 101 last month, according to our friend Graham Greenleaf
9, conflicts of DP laws, or conflict with new regional DP laws may occur.

To solve those conflicts in such a multi dimensional context, the need and the
urgency to cooperate within an international binding data protection instrument
including governance mechanisms and means to make it evolving is raised. In
parallel a two regions initiative is exploring pragmatic arrangements (EU/APEC data
protection authorities), and a “interoperable legal systems” concept is promoted
(USA). This latter miracle communication mixture of technical and legal concepts
may leave politically doubtful some of us.

For the moment, as long as the UN does not move in that direction since the
adoption unanimously by the General Assembly in 1990 of non binding “Data
Protection Guide lines” 6, and if it could shortly move according to some recent
political initiatives from NGO and Governments it would take another 10 or 15

5) 8 countries has DP law in the 1970s, +13 in the 1980s, +21 in the 1990s, +35 in the 2000s, +24 in
only2000-2013, so by September 2013 101 countries have DP laws comprehensive covering all sectors,
some only private sectors and some only public sectors. Graham Greenleaf, Sheherezade and the 101
Data privacy Laws, Origins, Significances and Global trajectories, September 2013
http://papers.ssrn.com/sol3/papers.cfm?abstractid=2280877

6) Guidelines for the Regulation of Computerized Personal Data Files, Adopted by General Assembly
resolution 45/95 of 14 December 1990



years to reach an agreement, only its precursor the Convention 108 of the Council
of Europe of 1981, open to third countries and which is in a final step of
modernization too?, currently plays that role. This adhesion by non European
countries should interest Asian countries as it does currently African (already
Morocco) and Latin American countries (already Uruguay) and more and more
countries out of Europe are asking to be observer it in order to cooperate with
all the Parties on its application, in a common way, to particular new kind of
emerging data processing. This modernized convention will also for the first time
in the world allow all Parties’ data protection authorities to legally exchange for
enforcement matters concrete personal data where necessary in international
complains related to personal data being processed in the territory of several
parties for the fist time.

5. The further in deep assessment in this speech of our needed solutions will be
based mostly on the current European experience where data protection has
already a constitutional status, and law provisions regarding foreign world services
such as Google or Facebook. The European directive on Data Protection of 1995
is since February 2012 under review for update. This exercise on the European
Commission proposal for a revised DP regulation and another text for police
matters should be end beginning of 20l4includes over 4000 amendments in the
European Parliament, mostly dictated by economic and US lobbying as expressed in
media and condemned by US and EU NGO (see their Washington statement on
June 24, 2013). This strategy of two texts is not at all liked by all DP European
experts being in favour of only one general law which can be complemented by
particular provisions where needed for particular balance of interests aspects for
specific sector personal data processing (as it has been done for electronic
communications for telecom directories, identification of the caller and so on).
However the current European strategy is due to the particular characteristic of
the European Union which is not a federation of States but a Union of States
which do not share at the level of the Union all the national powers in particular
in the field of national security and public order.

[ will not go in those details on this EU approach along with two general texts
on DP, except in the last part of my speech, on the common questions they raise

7) Proposed modernization by the committee of the convention, 18 December 2012,
T-PD 201204_rev 4
http://www.coe.int/t/dghl/standardsetting/dataprotection/TPD_documents/T-PD(2012)04Rev4_E_Convention%2
0108%20modernised%20version. pdf



and not fully satisfied on the possible limitations or derogations to the DP
principles “in a democratic society” for disclosure of personal data held by
private entities “as far as necessary and proportional in a democracy” to police
services in the course of preventing or investigating criminal cases together
processed with their own collected data, and for national security operated partly
by secret services.

The Edward Snowden’ s revelations, after those on Echelon in 2000/2001 and
alerts by US NGOs since 2005 and 2008 on NSA and PRISM, with no concrete
positive result at that time on the level of establishing legal democratic principles
and control, place us this time in the political and legal urgency to do so, in order
to widely prevent such tragic huge loss of freedom, not to say facing such a huge
treason in the name finally of pure domination over the management of
infrastructure (see ICANN and the growing place taken by US world services using
fiscal paradises), for cultural and economic domination.

6. As a consequence, besides the revision of our model of DP law and the world
DP rules to be to be established other initiatives against that domination are
needed of other nature to be taken in parallel, that are not developed in this
speech, without which we will not be able to safeguard our freedom and
sovereignty in the digital space, and at least:

- On the political side we have to reach agreement on world level to

sanction spying other states activities through whatever mean for economic,
industrial and political benefice, as it is forbidden from citizens in our democracies.
- On the technical governance we have to promote a true multilateral and

multistakeholder world governance under the umbrella of UN for an open Internet,
instead by an ICANN still connected to US government.
- On the industrial level we have to promote means to prevent those

spying and domination through
- National or regional “cloud computing services” , and
- Confidentiality/cryptographic techniques “end to en” .



[. Assessment of the Components of DP Legal Material Principles Based
on the 90’s and 200’s Vision, with Regard to the Evolution of IT and of
Their Uses.

1. The Link between ICT and the Basic Principles of Data Protection

What is the aim of “Data protection” : it is to PREVENT abuse of use of
personal data in the hand of others (employers, commercial entities, banks, public
authorities, charities, political parties, libraries and so on), having in mind that
personal data being of the concerned individual personality or identity cannot be
subject to “appropriation” and that the protection a stake is directly related to
the protection of human being.

Those possible abuses originate in the easy way and at low cost digitalised
personal data may be collected even without the individual concerned knowledge
(i.e. video-surveillance) stored for a long time (while legal prescriptions exist in
the “off line world based on the right to forget), reused (.e. for a purpose in
the interest or not of the person), manipulated/changed, matched with other
digitalized sources (for elaborating profiles on the basis of a common identifier, a
unique identifier or even on a set of same data in the different files, to take
decision on the basis of such profile with regard to the individuals concerned in
the commercial field, in the police or justice field?), transmit even far away to the
other face of the earth for being process at a lesser cost, all without her/his
control, or even published purposely or not, erased, loss by miss-manipulation.

So the DP principles, which had been elaborated, aim at preventing those abuses
by mainly shaping the design of the processing of personal data at both the time
of design of the processing operations and at their implementation.

e To those ends it is needed to define what is personal data, to fixe the list
of principles is to be taken into account as rules and how in liable for
applying them:



2. Main Gaps Relating to Definitions or to Their Interpretation and Possible

Solutions

Personal data, was defined as “related to an individual which is identifiable”
(Convention 108), “directly or indirectly by reference in particular to identification
number, or to more factors specific to the physical, mental, economic, cultural,
social identity “ by anyone who would get to know it (EU Directive of 95
definition of the “data subject” ) interpreted with huge difficulties facing
lobbyists” views as “who would get to know it lawfully or not” .

% ”

e So “raw” data related to an individual without her/his name may lead to
identify that individual depending on their content. It is well known by
statisticians that the job, gender, age and home location of a person may
well lead to know who is that individual by all her/his surrenders. This was
being important when talking yesterday about data being anonymized for use
by third person for research without under particular condition.

e This is no longer valid along with the explosion of data processed goes, as
scientists showed it. The more you held personal data on one person even
without the name and some of those “sociological data” , the more if
published, the individual will be identified. As consequences:

- It is all the more important to avoid to define what is “anonymous data”
as some would like to do it currently at the EU Parliament.

- We have to find ways to apply all the DP principles to raw individual data
from the bottom, the time of collection of data while some would like we
forget the collection step of data from individual on order to concentrate
only on the use of data. This may be important within the approach of
“big data” said “anonymous” and not submitted to rules especially for
statistical purposes which may be issued from them. At least in that context,
massive world used services should in that perspective not permitted to
elaborate hidden statistics published or not without being under a democratic

control of a public interest pursue (no initiative currently on that item).

Within the telecom environment of course the definition of personal data covers
the fixe line number and mobile number and all what is called as “traffic data”
or “meta data” which on a long period gives such a deeply intimate vision of
the individual concerned.



Moreover, the online environment leads also to the fact that without the need
to know anything related to an individual expect her/his attributed IP address in
real time, interaction to influence that person is possible. It is what the EU
working party of DPAs, followed by the MP reporter on the DP package at the
EU Parliament, names as date enabling to “single out” an individual. This
precision, which as no jurisprudence basis, will certainly be added in the EU
personal data definition.

Profiling: the more and more use of such techniques leads above the related
safeguard already in the EU directive of 95, to more precise its definition. In that
exercise the EU is taking the definition elaborated by the Convention 108
committee of the Council of Europe in a recent recommendation on the mater, as
meaning “any form of automated processing of personal data intended to
evaluate certain personal aspects relating to a natural person or to analyze or
predict in particular that natural person’ s performance at work, economic
situation, location, health, personal preferences, reliability or behavior” .

Producer: in order to apply the DP principle to all the actors implied into the
chain of designing and operating processing operations on personal data, along
with its need described in our introduction, in addition to the definitions of
“controller” of the personal data processing (who decide its creation) and of the
“processor which is the eventual third party acting on behalf of the controller,
the definition of the “producer” 1is proposed by the MP reporter at the EU
Parliament as follows: ’'producer’ means a natural or legal person, public
authority, agency or any other body which creates automated data processing or
filing systems designed for the processing of personal data by data controllers and

“

data processors” . [ hope this definition will be when adopted completed by “and

by users” .

3. DP Material Interconnected Principles, Which List is Well Known, Should be
Applied Effectively with More and More Strength

e The fair and lawful collecting and processing principle, which means in

particular no unfair way to collect data is permitted. See how normally video
camera must be well signalled to individuals where lawfully operated (---)
and the extended foreseen information that have to be promptly given to
data subject



e The specified, explicit and legitimate purposes principle including with regard

to the potential reuse of the data and to the recipients who may use the
data.

In the field of legitimacy or legal basis of the purpose/object of the
processing, while up to now the basic safeguard for a data processing, the
“consent of the individual concerned” was more of a theoretical nature
with regard to the most numerical concrete situations in which all the other
legal basis were pertinent, such as being “necessary for performing the
contract” or  “necessary to full a legal obligation” or “to perform its
vested task by a public authority” , more and more frequently the consent
of the individual will have to be pertinent, in particular in relation of
enterprises offering more and more online services which would like to use
the data collected in the course of one service for its other services of a
completely different purpose nature.

In order to avoid in such situation of non-compatible purposes from the
original purpose for collecting data, the EU Commission following most
experts and NGO view, is of the opinion, which in my view will be adopted
by the Parliament, that a more precise definition of the consent is now
needed. The consent has to be not only specific, informed and free, as
defined up to now, but also “explicit” through a data subject’ s
affirmative action.

e The adequate, relevant and proportional principle, also called the
“minimisation principle” which applies both to the nature/quantity of data
being used and in their time of retention by reference to the legitimate

purposes at stake.

This principal is to play of course a more and more important role as
regard for instance the retention period of data such as of location with
regard to the right to move, or the request on a search engine with the
right to information and own thoughts. This retention period should be by
default around zero, while a longer period should be based on the free and
explicit consent of the user, or by law as far as necessary for the
prevention of an imminent crime or for an investigation on a serious crime
(see in that later case the 3 months established by the cybercrime
convention of Budapest). For those later cases, the 6 to 24 months period of
retention of all user’ s traffic data, left to the decision of Member States,
established by a specific EU directive has being challenged in several



Constitutional Courts in EU is revised. Unfortunately we are still waiting for
that revision.

e The reinforced protection when “sensitive data” are at stake
The list of data that are prohibited to be processed without consent (except
where the law prohibit its use even with the consent for protecting the data

subject such), or on the basic of laws providing particular safeguards is
foreseen to been extended to genetic data in EU and within the modernized
Council of Europe convention also to biometrics which are unique to an
individual. The original list was only devoted to data which use could present
the risk of discrimination: data revealing racial or ethnic origin, political
opinions, the religion, the membership of a trade union, the data concerning
health, the sexual life, or penal sanctions, or security measures qui réveélent
1’ origine raciale ou ethnique, les opinions politiques, la religion ou les
croyances, 1’appartenance syndicale).
Much should be known about Europe on this topic : examples
- Regarding biometrics and genetic data: the French Constitutional Council
for being disproportionate in 2012 has rejected the retention of the 10
digital fingerprints, instead of two in the related file, for obtaining the
EU passport with two protected digitalized fingerprints in its RFID or an
national identity card of the same nature; the argument of the 70MPs
who appealed to the Constitutional Council on the related law was also
on the risk of such a file on nearly all nationals with regard to the
right to resistance in case of failure in the democratic state or of
invasion. The Parliament of Germany decided in 2005 even, than once
the EU passport was produced and issued to a German, no digital
fingerprint could be retained in the file. The European Court for Human
Rights in Strasbourg decided in a case against United Kingdom in 2008
that storing the genetic data and digital fingerprints in a police file
related to individuals who have been found not guilty by court was in
particular contrary to the innocence presumption.
- Regarding health data: in France the disclosure of health data to a third
party by a health information web site has been prohibited by law even
with the consent of the individual concerned

e The security principle, applying to the personal data processed and to the
software for it use, including in case of electronic transmission which is all



the more required is complemented by an obligation of fast notification to
the concerned DPA in case of a security breach and to the individuals
concerned as it came necessary after several important cases in several EU
countries as too in United States.

e The complementary safeguards for individuals, in the form of rights they

have to enjoy in order to know and control what for her/his data will be

used and how.

This is classically achieved though the different following rights:
0 Appropriate information given to the data subject at time of collection
of data by the data controller
This information is foreseen to be extended, above the name and

address of the controller, the purpose of the collection of data and the
recipients currently provided, to the retention period, the possible
transfer of data outside of EU, and to the user friendly mean to
exercise the rights, and provided promptly (not hidden behind a URL)

o The right to access to owns data processed/stored and the right to
correct or suppress in case of incomplete, erroneous, or unlawful data.

Two major precisions are foreseen to be added:

“The right to portability” being to obtain on line owns data in a
standardized form (useful for own personal data processing or to move
from one service provider to another one), and

“The right to be forgotten” , as a precision with regard to the right of
suppression (to be useful in the field of published data and of de-search
ability from search engines).This “new” right is much debated on the
basis of freedom to speech which has of course to be taken into
account, while many practical cases shows its workability and need.

0 Regarding the particular risk of automatic decision while using profiling
techniques the particular safeguarded which appeared necessary in
France since 1978 and provided in the EU directive of 95 , as to the
right to challenge the reasoning and to add information before final
decision is of course maintained(further more, such decision based on
processing is absolutely forbidden in the field of judicial decision)

0 Regarding the economic advantage of reusing data for marketing
purposes some balance of interests had been already done in the EU e
privacy directive, according to the level of the intrusiveness of the
technique used: obligation to be inform on the purpose and right to



refuse such purpose ( “right to object” which is different from the US
“opt out” which does not include the obligation of informing the
individual concerned), when by mean of telephone or electronic
communication the explicit consent of the individual is required

0 One can note that in some EU Member States regarding criminal record
(out of the scope of the EU), which are never publically available, the
right of the individual concerned to access to her/his complete record
has been limited to only consult it in order to protect individuals against
pressure from others not being authorised by law to get those
information.

o The right to complain to the Data Protection Supervising Authority or at

the individual choice to the court.

While this right was only provided on an individual basis, it has been
assessed that it should be reinforced by the possibility, foreseen to be
established within the revised EU regulation, that it could be exercise, at
the choice of the individual, on a collective basis through Human rights
NGO and class action procedure.

II — Assessment of the Provisions Related to the Limitation to the

Material Principles “as Far as Necessary in a Democratic Society”

This speech does not allow to give all details related to all the list of goals for
such limitations in important public interest or for preserving rights of others.

[ will comment only, because of the actuality on such limitation in the interest
of national security.

Such domain is a matter of jurisprudence in Europe of the European Court of
Human rights (Strasbourg) that individuals can appeal to after having passed
through all the national judicial possibility.  From its jurisprudence the law
provided for such limitations must be clear and precise.

That law must provide:

- The list of matters which justify such derogation
- A procedure of authorisation (except in urgency) by an independent body



- In case of secret surveillance the time limit of such surveillance, extend
under a new authorization.

- The a posterior control by that independent body (which members should be
designated by Parliament in my view more than by the government)

- The transparency means for the public of the whole activity: annual number
of cases under each goal, requested by each services in charge of, having
been authorized and non authorized for which general reasons, the results
of the controls operated.

And those surveillances should be operated in a completely disconnected way
from judicial procedures.

This kind of precisions could be in my view added to the modernised text of
Convention 108 as to in the EU data protection text, while the EU is supposed to
adhere as such to the that convention, and to the European Convention on Human
Rights of the Council of Europe which set up the European Court of Human
rights (48 countries while EU is of 28 member states all members of the Council
of Europe.

On international level

IIT - Assessment and Foreseen Update on the Rules Applying to
Transfers of Data to Foreign Countries (or Third Countries from EU, or

Non Parties to Convention 108)

- The *“adequacy level of DP in a foreign country as a principle for authorizing
personal to flow over requires a European decision of recognition regarding that
country.

This solution is fair with regard to the individuals concerned because insuring
that her/his rights will flow along her/his data.

- However all nations in the world are regrettably still not insuring such
protection, while it is much progressing currently, and as you know pragmatic
tools have been developed by EU based upon a previous national experience,
notably the French experience.



These pragmatic solutions are of two kinds:

- Contractual solutions used by all countries in Europe in the relations
between data controllers or between, and between controllers and their
processors. Model of contracts has been established at the EU level.

- The other solution is based on unilateral declaration by a corporate for itself

and its affiliates. We call this instrument “binding corporate rules” . Their
model of content and procedure to be approved by the concerned DPAs has
been elaborated by the EU working party of DPAs.
However several member states could not recognize legal status to such
unilateral declaration. As this tool proved its usefulness (but the procedure
proved also to be long) The European commission is proposing to give to
Biding Corporate rules legal status within the revised DP text along with a
simplified procedure for adoption.

This approach contains also derogations to the principle of “adequate”
protection on several basis such as

- the consent of the individual concerned or

- In case the transfer is necessary in order to protect the vital interests of
the individual where he/she is physically or legally incapable of giving
consent.
From my point of view the derogation by consent should only take place for
a transfer in a particular case an not on the basis of repetitive transfer and
it should provided that the individual is informed of the non DP protection
insured.
It is also proposed a derogation from the principle on the basic of

It is also proposed derogations on the basis of
- an important grounds of public interest; or
- for the establishment, exercise or defense of legal claims

It has been further discovered that in some procedures preparing a trial it was
required to an affiliate in Europe to produce full exchange of emails or of files in
USA. Plus the risk that on the extraterritorial provision of the Patriot Act data
with no relation with US , about affiliates personnel where asked by some US
authorities. European legal advisers to such affiliate in several cases, called its
national DPA to know if it was allowed. The DPA asked to be concretely informed
of the case and referred to use the procedure established in the treaty for mutual



assistance. That is why in the version of November 2011 the proposed regulation
contained in such case the obligation for the controller or processor to inform the
DPA, which will authorize the disclosure and informed the competent authority
while the controller or processor would inform the individuals concerned of that
authorization of transfer.

Surprisingly that proposal disappeared from the proposal of the European
commission when published two months later.

Due to the breach of international law constituted by Prism revealed last June
by Edward Snowden and published in the Guardian and the New York Times, the
use of the Patriot act for getting data from US company operating in Europe, that
disappeared provision which the reporter proposed even before this event by
amendment, will certainly reappear soon in the adopted text by the European
Parliament.

Currently, due to the Prism scandal the conference of the DPAs of Germany
decided not to authorize transfers of personal data to United States.

The European Parliament is also exploring suspending

- the EC decision of adequacy for commercial sector in US called the “Safe
Harbor” ,

- the PNR agreement in the field of aircraft reservation along which air lines
are requested to send to US authorities 72 hours before departure all events
on reservations to US (which includes data that the DPAs expressed as being
excessive in the content and in the length of time US wanted to store
them),

- and the Swift agreement on access under particular conditions to financial
data on transfers to US carried out by Swift, a company based in Belgium
with an affiliate in particular in US. This agreement was concluded after the
Washington Post revealed the scandal in 2004 of US government accessing
to data not concerning US but in the back up of the system based within
the Swift affiliate in US. AT the same time it was decided with Swift to
transfer its back up in Europe.

The report on investigation and recommendations by the Committee Liberties,
Security and Justice of the European Parliament will be ready end of December to



be discussed in the plenary of the Parliament beginning of 2014.

IV. The Means for Effective Application of The Material Principles

The assessment in EU of those means, mainly dedicated only up to now to
- the Data Protection Supervising Authority powers (independent, prior and
posterior investigation powers),
- sanctions (fines, penal sanctions) and
- remedies,
is leading to much foreseen evolutions at each level of the data controller, the
processor, and the Data Protection Supervising Authority, mostly dictated by the
pressure of the explosion of the number of data processing and complains, and on

the EU level mostly dedicated by a strange need for more common practices and
regulation :

- In order to respect principles Producers, Controllers, processors in public and
private sector, are foreseen to designate Privacy officers with guarantied
independence status for:

0 Education of staff

o Elaborating Explicit assessment of personal data processing presenting
particular risks for privacy which list is established within a European
consistency mechanism on the basis of DPA’ s proposals

0 Accompanying privacy by design and privacy by default design and
implementation of personal data processing

o Establishing internal register of all data processing with the updating

o Alerting the head or to the DPA when necessary

0 Answering to demand for exercising rights and complains

- the DPA, aside its “traditional tasks” of
0 Awareness,
0 Advice and recommendation,
0 Review of professional codes,
o Investigation on the basis of complains or on its own decision (which
suppose protecting those with confidentiality duties which give
information to the DPA and to establish a duty of secrecy for the DPA



members and staff),

0 Monitoring new IT or practices,

o Opinion on draft laws and regulation,

0 insuring transparency of its activity and

0 where necessary contributing to public debate, recommendation to Head
of State and institutions,

is foreseen in addition

o To no longer register and assess all notifications of personal data
processing from public or private bodies.

0o But to review controller’ s assessment of data processing presenting
particular risks for privacy instead of complete a priori control in those
domains.

o To issue certifications (procedure to be established further on)

o To impose fines up to 2% of the annual revenue of an enterprise. This

level of fines is considerate, while much higher than in EU countries
which DPA already had such sanction power, as not enough when
considering current huge violations from in particular by world services
which resources are mainly made of personal data. 5 % would be more
adequate.
Example: Google street view . Google was collecting secretly
communication data while filming streets to be published on its service.
Some DPA have already a sanction power, with limits on the level of
the maximum fines as usual. The sanction they were able to impose as
been the following, in 2011 in France 100 000 € in 2012 in Germany
145 000€. In the US 7 Millions of $ penalties have been imposed to
Google for the same violation last in 2013.

0o In relation with cross border data flows within EU multinationals,
arrangement have still to be decided on whether the DPA of the
location of the headquarters will be on charge of the supervision (vision
of the European Commission) while cooperation with other concerned
DPAs may be in practice required according to many factors such as the
location of the real decision on data processing which may be at the
level of affiliates, location of needed control on the spot, legal basis
shaping a particular data processing which may be of national nature
and different among Member States, the interest of the individuals
concerned (vision of the working party of the EU DPAs and several



experts).

Above that discussion, few experts highlight the need for cross
boundaries data processing being in violation of the rules, to decide on
sanction at the EU level by a special section of the European Data
protection Board composed of the national DPAs and the European DP
Supervisor (EDPS) competent for supervising data processing of EU
Institutions

- The European Data Protection Board (ex “EU DPAs working party) will have
a stronger role on the regulation level by being in charge of the consistency
mechanism (in particular decision on national DPA proposal for the list of data
processing presenting particular HR risks, sector recommendations, opinion on draft
European commission proposal---). Its secretariat will not any longer a European
Commission’ s structure but within the office of the European DP Supervisor.

- First list of data processing presenting particular risks which should be under
the procedure of DP assessment and when in the public sector on a precise draft
regulation or law:

- Data processing to establish individual profiles aiming at taking decision,

- Data processing dealing with sensitive or social data,

- Data processing having the purpose of surveillance (.e. video
surveillance),

- Processing of children’ s data, national ID, biometric or genetic data,

- Data processing concerning populations on a large scale,

- Data processing with the purpose of protecting state security, or public
safety should also be subject to a public assessment.

Some examples of assessment of categories of personal data processing
presenting particular risks needing to be done at the level of EU: e heath records,
smart grid

Final precisions.

- The European umbrella regulation on DPA provide for exclusion of the law
the data processing operated by an individual for the purpose of his private and
house life

- It provides for respecting the Freedom of expression of all, authors
journalists, bloggers within the limits of freedom of speech concerning not



infringing the private life, the honour and reputation of individuals except in case
of  “public interest” .

- It makes the link also with the need of balance with the need of Government
transparency. In several member states the Data protection Supervisory authority
Is also in charge of the application of the law on access to public document.

- It also makes the link with the public national and EU statistics law and with
the Archives law (which are open to the public, according to national laws, after
a certain number of years depending where including personal data of the nature
of the data -100 years for census information as an example- derogation for
researches are also provided for under certain conditions regarding the publication
of personal data)



Abstract

Which Urgent Initiatives to be Taken to Safeguard
Our Freedoms with Regard the Current
Worldwide Digital Developing Ecosystem

Marie Georges

Information and communication technologies are moving fast from a number of
perspectives: local, regional, international in the field of ICT research, working
division and wuse together with different methods of design (open
source/proprietary), different economic models, huge competition

As the extension of use of ICT goes within our daily, frequent or exceptional
activities whether collective or personal, more and more all of our different but
interconnected freedoms and fundamental rights are at stake.

While it will be demonstrated that the general “Fair information practices”,
data protection”, “data privacy “or” ICT and freedoms” principles, first established
in the 70s, are still fully meaningful, the urgency is to evaluate up to which point
our vision of the legal means to implement them, including at technical level, is
still efficient or not, and if so which general common precisions or additions is
now required. The gaps will be explored on each component of ‘ICT and
freedoms” laws (definitions/scope, basic safeguards /obligations of those designing,
producing, or handling personal data, complementary safeguards /individual’ s
rights, principles related to transfer of personal data to foreign countries,
institutional means for implementation and enforcement, international cooperation).

Thegapswillbeillustratedbyconcreteexamplestakeninthosemarketingdesignatedareassu
chas “blogs” , “forum” , “socialnetworks” , “searchengine” , “cloudcomputing” , “
bigdata” , “internetofthings” andalsoinareasofgovernmentalpolicies (e health,
electronic passport, digital fingerprints, DNA ---)



The Edward Snowden’ s revelations, after those on Echelon in 2000/2001 and
alerts done by US NGOs since 2009, place us this time in the urgency of
evaluating, elaborating and implementing more precise rules, including on
independent control, in the field of both targeted and “mass” secret surveillance
in the interest of national security at national and on international level.

The speech will relay mostly on the European experiences, vision and current
initiatives while taking into account the state of play of “Data Protection” in the
world and other recent international initiatives in response to the E. Snowden
revelations in particular at the Human rights Council of the United Nations.
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Abstract

Big Data and Privacy, Competition and Consumer
Protection : Present and Future

Lee, Eun-woo

Big data refer to a technology to extract values from a large amount of typical
or atypical data groups and analyze the results. Big data provide positive aspects
such as efficiency, convenience and new utility creation but bring about various
new problems such as infringement on privacy and equality, discrimination,
economic inequality, threat on democracy, reduction of fair competition and
deprivation of consumer rights.

There have been international efforts to solve these problems and the efforts of
the ICCDP (International Conference of Data Protection and Privacy Commissioners
and the Article 29 Working Party of the European Union are noticeable. They
have stressed the importance in relation to profiling such as the maximum possible
notification for transparency and trust, by-stage legal requirements at the
operation stages, continued control of algorithm, human intervention in automatic
determination and strengthened guarantee of the rights of a party to his/her
personal data. They have maintained the necessity for additional legislation.

In the Republic of Korea, the Personal Data Protection Act guarantees the
clarification of purposes, the principle of collection of minimum data and the
rights to refer to, revise, and suspend processing of personal data. However, there
is no regulation of automatic processing of personal data in relation to profiling.
There is no duty prescribed to notice each element of profiling while the party’s
control over automatic processing of his/her personal data is maintained at an
insignificant level.

On the other hand, in reality, the IT development, a widespread use of
smartphones, permission of extensive data collection and sharing of financial
institutions, collection and sharing of trade or credit card data by online and
offline distributors, and accumulation of a large amount of public data have
contributed to the current extensive generation, collection and use of personal
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data. Additionally, a major corporate strategies is to collect, integrate and use the
personal data collected extensively or other data generated in the business
process.

A major future business strategy of SK Group, a representative communication
and internet service provider includes advertisement, product sale and service
provision through personal data of users. They collect various personal data
through SK Telecom and SK Planet (data of smartphone use, map service, OK
Cashbag service, and online shopping) and use them as a core business foundation.
In their Personal Data Policy, they ambiguously state that ‘The company may
collect the users’ data of use for tailor-made service or advertisement.” There is
no indication of the term or specificities of profiling.

The future business strategy of NAVER, one of the country’s representative
internet portal services and its affiliates is advertisement, product sale and
additional service trae through big data arising from personal data. As these
companies take up more than 70% of the internet search, they collect personal
data under the mobile environment and specify the strategy to secure them as a
business platform. They collect the data under an ambiguous regulation in their
Personal Data Policy that ‘The company may collect the data of the customer’s
use of internet, mobile app and map service to provide tailor-made advertisements
and personalized services.” There is no clear indication of the period for data
conservation. The profiling is not specified in terms of contents, either. Also,
NAVER and SK Telecom collaborate in the big data area based on their respective
data and develop joint businesses.

Korea has many large conglomerates and their dominance becomes stronger and
the personal data platform of major companies is highly likely to infringe on
privacy and consumer rights while damaging fair competition and intensifying the
concentration of economic power. Preventing such problems require the assurance
for more control of a party over personal data as to how the data extensively
collected by large companies will be used in profiling. It is also necessary to
whether the rights have been secured or the personal data protectio laws have
been violated.

Under these circumstances, it is very urgent to clearly define the scope of the
duty of notification in relation to profiling in the Personal Data Protection Act and
revise the law toward a direction to guarantee the rights of an individual party to
be involved in automatic processing. Recently, there is an opinion that the
definition of personal data shall be reduced and only the data enabling
identification of a person pertain to the data requiring advance agreement and
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that other data shall be notified to a person in relation to processing and the
person shall have the rights to refuse the processing, an opt-out method. This is
a very dangerous position as it will fundamentally destroy the self-control of an
individual party to his/her personal data especially in the country where the
collection, identification and combination of personal data are very easy and widely
conducted.

Keyword: Big Data, Profiling, Algorithm, Control over Profiling, Personal Data
Profiling of Large Conglomerates, Tailor-made Advertisement and Personalized
Services
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Abstract

Legal Methodology Concerning the Personal
Information Protection while Considering Big Data
Circumstance

Oh Gil Young

It was only a few years ago that we accepted the title, Digital Revolution. The
internet access through personal computers and laptops, emails, and distribution of
new contents such as digital images and MP3 sound sources brought about an
enormous change in our lives. On the other hand, we are facing a new phase
again. The earlier environment of digital revolution centering around devices and
media gradually develops into a new form that works based on this network as
the universal foundation.

Such an aspect reveals the start of a new ICT environment as well as new
social issues. For example, the most recent example is the popularity of big data.
It will be reasonable to state that the global internet industry concentrates on the
new ICT environment where a large amount of data mass-produced from human
digital activities are newly processed and commercialized. In line with the start of
this big data environment, currently, there are large-scale discourses to revise the
personal data protection policies. This means that the necessity to revise the
current Personal Data Protection Act was maintained and the proactive criticism of
major principles of the laws became available.

This paper started with a question as to the feasibility of these discussions. It is
because there are perspectives other than incitement on new possibilities of the
big data environment. It is also necessary to attentively observe the international
movement where negative impacts of the big data environment or enormous
backlashes often referred to as ’infringement on network privacy’ or ‘social
hacking of personal data’ become subject to public opinions. This paper will
provide a review of discourses pertaining to revision of the laws related to
personal data protection from a critical perspective based on the understanding.
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This paper aims to provide a brief overview of the big data environment, sum up

new legal issues arising from big data, and critically analyze new discourses trying

to respond by overall revision of the laws related to personal data protection.

Especially, from the perspective of data principals under the big data environment,

the focus will be laid on the verification of specific feasibility in discussions

pertaining to  ‘re-organization of the concepts of personal data’ and
‘re-constitution of rights to consent’.

Keyword: Protection of Personal Data, Rights to Self-determination of Personal
Data, Big Data, Opt-in, Opt-out
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77 (Consumer Privacy Bill of Rights)’ olX= dF9 ‘Zglo]HA BT

= AEFAANA FAsr= stATHY o7t =59 AHEHES s & uf, vl
o[l Altholl =3t i< é“ﬂﬁi‘j}" Eigl EH*“’E SEAFA L B2 A Ko

g% HE5Ee & .
B3 Hlcrel BEA SO RSl FAEO) A% elehE, AN AL
FHSL Qe BHel W =W i 2BHo|L REY Wol Urk: Re Bs
o 2 ols FAAA ANAALES FHA dojd W o ol W @
Ao WASE Zlolv, FWde oFY EF BIHAIORA oF
M9l Wl A AET Arka Brhsok Bk webd 2 BAE fokn @ ot

42) Article 4, (2): ‘personal data’ means any information relating to a data subject; 212ty ¥ IT|E
9] BE ARE 9v|st= A2 oYM, Article 4, (D] ‘data subject’ o HoloA HBRFA S NIES
A AA o]} LF{FE Jyst= WS FH3tal doiCdata subject’” means an identified natural
person or a natural person who can be identified, directly or indirectly, by means reasonably likely to
be used by the controller or by any other natural or legal person, in particular by reference to an
identification number, location data, online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that person).

43) Article 4, 1. Every natural person shall have the right not to be subject to a measure which produces
legal effects concerning this natural person or significantly affects this natural person, and which is
based solely on automated processing intended to evaluate certain personal aspects relating to this
natural person or to analyse or predict in particular the natural person’s performance at work,
economic situation, location, health, personal preferences, reliability or behaviour.

44) 3. RESPECT FOR CONTEXT: Consumers have a right to expect that companies will collect, use, and
disclose personal data in ways that are consistent with the context in which consumers provide the data.
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45) any information relating to an identified or identifiable individual: FFEf1 “7/fAFR FA WA EA|
A3k AL, NIARESTHA A BRI AJRRES T FA&o 2(zetolmA] FAAT
x7, 2013), 2520 A<1E-

46) any information relating to an identified or identifiable natural person (“data subject®); an identifiable
person is one who can be identified, directly or indirectly, in particular by reference to an
identification number or to one or more factors specific to his physical, physiological, mental, economic,
cultural or social identity: T-Eld, o] =75 45), 7+ 21 AQUE-

47) Zh5 42 F=

48) data which relates to a living individual who can be identified from that data, or from that data and
other information which is in the possession of, or is likely to come into the possession of, the data
controller: : FE|, ko] (75 45), 7+ 23 A|UE-

49) Personenbezogene Daten sind Einzelangaben iiber personliche oder sachliche Verhltnisse einer bestimmten

oder bestimmbaren natiirlichen Person (Betroffener): : FFEj&, o] (4= 45), 7V 24 Alg
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51) 5 US.C. §552a (a) (4) the term “record® means any item, collection, or grouping of information about
an individual that is maintained by an agency, including, but not limited to, his education, financial
transactions, medical history, and criminal or employment history and that contains his name, or the
identifying number, symbol, or other identifying particular assigned to the individual, such as a finger
or voice print or a photograph: T-El<}, <ol (23 45), 2+ 26 AJ1&-

52) o] = THIA, &9 =25 45), 35-36%FC Yo TE IUE AL

53) 2009 714 =E ePrivacy Directive, & ‘DIRECTIVE 2002/58/EC OF THE EUROPEAN PARLIAMENT
AND OF THE COUNCIL of 12 July 2002 concerning the processing of personal data and the protection
of privacy in the electronic communications sector (Directive on privacy and electronic
communications)’ el A& F71A R F3& A vb ok
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The Impact of the European Data Protection
Reform on Citizens Which Choices Remain?

Janneke Sloetjes*

Introduction

European laws that protect the personal data and privacy of citizens have
always ranked amongst the highest developed data protection laws in the world. In
January 2012, the European Commission (EC) has launched a reform of these
rules, introducing a draft Data Protection Regulation (the 'Draft Regulation) which
has channelled a very fierce debate about the future of data protection and
privacy. The draft tries to accommodate new technologies and provide security
and choice for both citizens and businesses - but will it do what it promises?

The reform of the European Framework attracts a lot of attention, not only
within Europe, but from all over the world. The European debate is likely to
shape future data protection law on a very big scale, as many countries aim to
achieve maximum interoperability with the European framework. Also, many laws
throughout the world are based on the European standards, so it can be expected
that new European changes will lead to changes to for instance Latin-American
data protection laws.

Contents of this paper

This paper aims to provide you with an outline of European data protection law
and the changes presented in the Draft Regulations. This paper will firstly explore
the current rules in short and comment on the background of the current law and
the need for new legislation. Secondly, it will describe the most interesting features
of the new Draft Regulation. Finally, the paper will describe the political state of
play: which forces influence the reform and what are possible outcomes?

*Hz on may WaA, HEs

- 195 -



Overview

[. The Current European Data Protection IIIl. Changes Proposed by the Draft

Framework Regulation
II. The Need for New Legislation: What [V. Political State of Play
is Lacking in Europe? V. Conclusion

[. The Current European Data Protection Framework

European data protection laws were harmonized for the first time in 1998, when
the European Data Protection Directive (95/46/EC, hereinafter referred to as 'the
Directive’)D was implemented in the laws of the European Member States. Prior to
this Directive, each European Member States had its own data protection law. The
Directive is built upon the 1980 OECD Guidelines and consists of data protection
principles regarding transparency, legitimate purpose and proportionality. These
principles can also be found in South-Korea’s PIPA law of 2011.

The current framework is based upon the following principles.

1. Information and access (articles 10, 11, 12). The data subject has the
right to be informed when his personal data is being processed. The party
responsible for the processing (data controller) must provide its name and
address, the purpose of processing, the recipients of the data and all
other information required to ensure the processing 1s fair. The data
subject also has the right to access all data processed about him, as well
as a right to demand rectification, deletion or blocking of data that is
incomplete, inaccurate or isn't being processed in compliance with the data

protection rules. (art. 12)

2. Legal basis (article 7). Data processing should always be based on one out

of six legal grounds. Data can be processed when

1) Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of
such data.
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- consent has been obtained; or

processing is necessary for the performance of or the entering into a
contract; or
processing is necessary for compliance with a legal obligation; or

processing is necessary in order to protect vital interests of the data
subject; or

processing is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority; or

- processing is necessary for the purposes of the legitimate interests pursued
by the controller or by a third party, except where such interests are
overridden by the interests for fundamental rights and freedoms of the data
subject.

3. Legitimate purpose (art. 6 b). Personal data may only be processed for
specified explicit and legitimate purposes and may not be processed

further in a way incompatible with those purposes.

4. Proportionality (article 6). Personal data may be processed only insofar
the data 1s adequate, relevant and not excessive in relation to the
purposes for which they are collected and/or further processed. The data
must furthermore be accurate and up to date and should not be kept in a
form which permits identification of data subjects for longer than

necessary.

5. Sensitive data (article 8). When sensitive personal data, such as
religious beliefs, political opinions, health, sexual orientation, race, or trade

union membership, are being processed, stricter rules apply.

6. Right to object (article 14). The data subject may object at any time to the
processing of personal data for the purpose of direct marketing.

7. Automated decision making (article 15). Decisions which produce legal
effects or significantly affect a data subject may not be based solely on
automated processing of data. A form of appeal should be provided when

automatic decision making processes are used.
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[I. The need for new legislation: what 1s lacking in Europe?

1. Technological Changes

The changes proposed by the European Commission are heavily influenced by
technological changes. The rise in electronic processing, the growth of online
services and the fact that the amount of personal data is and will continue to rise
strongly has obviously inspired a great number of the proposed changes to the
law. The European Commission strives to protect personal data better in an online
environment and to give citizens more control over their data.

2. Economic Growth in Europe

The European Commission wants to streamline the laws for the private sector in
order to make it easier for companies to do business in Europe. Replacing 27
different data protection laws with one Regulation makes it easier for businesses
to comply. Also, certain administrative requirements, such as notifying processing
operations to Data Protection Authorities (hereinafter also referred to as DPA’S)
will be abolished.

3. Enforcement and Sanctions

Enforcement of data protection laws throughout Europe has never been
consistently strong. Some Data Protection Authorities are relatively powerful and
strong, while others are severely understaffed. Understaffed DPA’s cannot enforce
data protection law adequately. Another issue related to enforcement is that the
maximum sanctions are very low in some Member States. For example, the
maximum sanction for a breach of certain administrative requirements related to
data protection in the Netherlands is EUR 4,500 (6.500.000 South-Korean Won).
DPA’s do have the power to investigate companies or governmental organizations
which are suspected to breach of data protection law. When establishing such a
breach, a DPA may impose a high penalty during the period the breach is not
remedied. However, such a regime is only successful when DPA’s have sufficient
time to investigate more than a handful of cases per year.
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4. Open Norms

Finally, the abovementioned data protection principles are mainly open norms.
This makes them flexible and allows them to apply in a multitude of situations and
across both the private and the public sector. On the other hands, the openness
causes vagueness and uncertainty. Also, many terms have been interpreted
somewhat differently across Member States. The European legislator has trusted
these open norms to be filled in by case law. However, there have not been
many court cases on data protection related issues. Court cases relating to privacy
and data protection are often handled based on articles 7 and 8 of the European
Charter of Human rights or article 8 of the European Convention of Human
Rights. These articles protect the private lives of individuals as well as the right
of protection of personal data. For the most part, companies confronted with data
protection requirements have a hard time to figure out what exactly open norms
such as ’adequacy’ or ’legitimate interest’ mean in practice. The European
Commission tries to fill in more details in the current law, clarifying some legal
concepts.

[II. Changes Proposed by the Draft Regulation

The European Commission has put forward a proposal? for new data protection
rules in January 2012, announcing an update to the data protection framework.
Firstly, it wants to change the legal structure of the law from a Directive to a
Regulation. A regulation will be directly applicable and enforceable in all European
Member States, which means the law will be exactly the same throughout Europe.
This is advantage for businesses, as they no longer will have to comply with a
patchwork of different rules.

Secondly, the European Commission has proposed a number of interesting
updates to the existing regime. These updates are intended to decrease the
number of administrative sanctions for data controllers (companies as well as
governmental organizations that process personal data) as well as to provide more

2) 25 January 2012, Proposal for a Regulation of the European Parliament and of the Council on the
protection of individuals with regard to the processing of personal data and on the free movement of
such data (General Data Protection Regulation), (COD) 2012/0011.
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control and transparency to data subjects (the citizens whose personal data are
being processed).

What's in it for citizens?
Hereinafter is an overview of the most interesting new provisions in the Draft
Regulation that are intended to award citizens better protection of their personal data.

A better definition of protected data (article 4(1) Draft Regulation)

The European Commission proposes a small change to the definition of 'personal
data’ by clearly stating that online identifiers such as device numbers, IP addresses
or cookie identifiers can identify a natural person. As such, such data fall under
the scope of the Draft Regulation and are protected.

Stricter rules for consent (article 7 Draft Regulation)

The European Commission proposes to change the consent requirement from
regular consent to ’'explicit consent’. This means that when a data controller wants
to obtain consent from a citizen, it has to ask explicitly whether a person
consents to the use of its personal data for a specific purpose. This is specifically
intended to give citizens more control over their data and to prevent situations
where consent is ’hidden’ in general terms and conditions.

Secondly, it means that consent cannot be considered obtained validly when
there is a significant imbalance between the data controller requesting the consent
and the data subject (citizen). A doctor can therefore not base processing of
personal data on consent, and neither can an employer. Such parties need to find
another legal ground as the basis for data processing.

A right to be forgotten (article 17 Draft Regulation)

One of the most controversial additions to the Draft regulation is the so-called
“right to be forgotten®. This is in the first place due to the quite controversial
title: contrary to what it claims, it does not imply a full right for citizens to have
their data erased under all circumstances. The provision is however quite badly
drafted and as a result hard to understand. This has raised severe worries about
the exact scope of the provision, and led to a debate regarding possible
infringments of the right to free speech.3

3) See for instance
http://techliberation.com/2010/11/05/the-conflict-between-a-right-to-be-forgotten-speech-press-freedoms/
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The European Commission has proposed that every citizen has the right to
obtain from the controller the abstention from further dissemination of its personal
data. In addition, when a data controller has made personal data public, it should
take all reasonable steps

to inform third parties who are processing the data, that the citizen has
requested the erasure of the information, of links to the information of of copies
of the personal data.

There are a number of exceptions to this right, for instance when retention of
the data is necessary for exercising the right to free speech, for public health
reasons or for statistical, historical or scientific research purposes. Nevertheless, it
is feared that the right to be forgotten in the from proposed by the European
Commission will put too much pressure on data controllers to erase data they
published and to have it erased by third parties as well.

The right to take your data with you (data portability, article 18 Draft
Regulation)

The European Commission introduces an addition to the right to access, erase
and correct personal data. Under the draft Regulation, it becomes possible for
data subjects to obtain an electronic copy of their personal data, so that they can
take their data from one data controller to another if they wish. This new
provision is intended to prevent lock-in of customers in for instance social
networks. It can however also be of use for other services, as it allows you for
instance to port your telecom data to another provider and receive a good new
offer based on your exact use, or to track the energy consumption in your
household by obtaining an overview that can be analyzed. The big advantage over
a mere copy is that it is a digital file, which allows you to analyze the data
yourself or upload it to another company of your choice. Next to preventing
lock-in, this provision aims to increase competition between services in Europe, as
it becomes easier for citizens to move from one service to another when they are
dissatisfied.

for an overview of objections raised against the so-called 'right to be forgotten’.
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New rules prohibiting profiling (article 20 Draft Regulation)

The current article 15 of the Directive prohibits automated decision making
unless a number of criteria are met. For one, automated decisions may not be
based solely on sensitive data. There should also be additional safeguards in place,
such as information regarding the fact that automated decisionmaking (profiling)
takes place and the consequences of such profiling.

Data breaches must be reported to DPA's and citizens (article 31 and 32
Draft Regulation)

The Draft Regulation contains provisions that require data controllers to report data
breaches to DPA’s as soon as possible (generally within 24 hours). When the breach
is likely to affect citizens adversely, the breach must also be reported to them.

A new regime for compliance and higher penalties (article 79 Draft
Regulation)

Under the new proposal, Data Protection Authorities from European countries will
work closer together in order to bridge the differences between the different
authorities. Decisions taken by one of the authorities will be submitted to other
authorities as well in order to guarantee consistent enforcement throughout the EU.

Secondly, all DPA’s will be granted the same enforcement power, including
powerful sanction possibilities. A breach of data protection rules may lead to a
fine of 0,5% up to 2% of the company’s worldwide global turnover.

IV. Political State of Play

Since the proposal was put forward by the European Commission, both the
Council (of Ministers; formed by the Ministers of Justice from each Member State)
as well as the European Parliament (“EP“) have provided comments and
amendments to the draft proposal. The negotiations that take place within the
Council are secret, only the outcomes of each round of negotiations are being
published. The deliberations of the European Parliament are more public and open.
As such, the European Parliament is the place sought out by lobbyists to influence
the proposal and convince the Members of European Parliaments (MEPs) to file
amendments to alter the proposed Regulation.
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1. The Brussels lobby storm

The influence of lobbyists on this particular piece of draft legislation has proven
to be very strong. The responsible Commissioner, Ms. Viviane Reding, has declared
the lobby around data protection the ‘fiercest lobby ever’.4

Internet and IT companies, both American and European, lobby very hard for more
flexibility and less rules, as do telecom operators, banks, (online) advertisers,
publishing houses and insurers. As a result of heavy lobbying, an astounding total of
4000 amendments has been filed over the course of a little over a year. Research
by Austrian activists® has shown that many MEPs copy pasted proposals directly
from business lobby briefs. Especially politicians of the conservative European
People’s Party have used this method to file their amendments to the proposal. Most
amendments aim to provide businesses with more flexibility around data processing
and greater freedom to store, analyze, use and combine personal data of citizens.

European activists of digital civil rights have of course also lobbied the
Parliament but have been outnumbered for the most.

2. European Parliament voting results

Even though the European Parliament has not yet conducted its plenary vote on
this issue, there have been three votes in opinion Committees®) in the Parliament.
The outcome of such opinion votes is a good predictor for what will happen
during a plenary vote. It shows clearly that all Committees have favored the
interests of businesses over the interests and rights of citizens. This has resulted
in changes to many of the proposals that were newly launched by the European
Commission. Consent no longer needs to be explicit, data portability should be
limited, data breach notification is only necessary in severe cases and the rules to
subject people to profiling will become more lenient. Sanctions are being slashed,
and MEPs have introduced a special sub-category of personal data (so-called
‘pseudonymous data’, were a direct identifier is replaced by a pseudonym) that
requires less protection, giving companies more freedom to use such data,
especially online. Many MEPs also support more flexible rules to export data to

4) http://www.telegraph.co.uk/technology/news/9070019/EU-Privacy-regulations-subject-to-unprecedented-lob
bying.html

5) See www.lobbyplag.eu for an overview of all amendments and which politicians copypasted most.

6) The involved Opinion Committees are: Internal Market and Consumer Protection (IMCO), Industry,
Research and Energy (ITRE) and Legal Affairs (JURD.
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third countries, regardless of the level of protection of personal data in these
countries, and less strict purpose limitation principles.
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3. Next steps

From a civil society point of view, the voting results so far have been very
discouraging. Next up will be the vote in the LIBE (Civil Liberties, Justice and
Home Affairs) Committee, which is the leading Committee on this file. As such,
the responsible Member of Parliament who is also a member of LIBE, will take all
results from the previous voting rounds into account and present a full draft
package before the vote which is scheduled for 21 October 2013.

Given the previous outcome, such a package cannot contain many positive
solutions. However, not only the Parliament, but also the European Commission as
well as the Council each have an equal stake in the negotiations before settling
on a final text, which then will have to be approved by a majority of the MEPs
in a plenary voting session. It seems unlikely that the European Commission will
agree to an extremely watered down version of its original proposal.

4. Conclusion: what remains for citizens?

Although it is a bit too early to be totally discouraged, it is very well possible
that European citizens will end up with worse data protection law and less
protection of privacy than they currently enjoy under the Directive. The European
Commission has tried to bring matters forward and modernize data protection law,
but its efforts are currently being met with counterproposals that aim to achieve
the exact opposite.

This is a rather ironic situation since everyone is well aware that personal data
of citizens is very valuable and will continue to play a growing role in our
economy and society. Sadly, politicians seem to perceive it not as a fundamental
right that deserves protection, but merely as currency for the digital economy.
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Abstract

The Impact of the European Data Protection
Reform on Citizens Which Choices Remain?

Janneke Sloetjes

European laws that protect the personal data and privacy of citizens have always
ranked amongst the highest developed data protection laws in the world. In January
2012, the European Commission (EC) has launched a reform of these rules, introducing
a draft Data Protection Regulation (the ‘Draft Regulation) which has channelled a very
fierce debate about the future of data protection and privacy. The draft tries to
accommodate new technologies and provide security and choice for both citizens and
businesses - but will it do what it promises?

The European Commission has introduced a number of new concepts to the existing
law. These aim to cut costs for businesses and give citizens more control over the use
of their personal data. The changes include a better definition of personal data, aiming
to protect data better in an online environment, stricter rules for obtaining consent and
a so-called right to be forgotten, which allows citizens to have information published
about them removed. This new right raises questions with respect to the protection of
the right to freedom of speech. Furthermore, the proposal contains the right for citizens
to obtain a full electronic copy of their data, rules for data breach notification and
higher sanctions for companies and governments that breach data protection laws.

The European Parliament has met the legislative proposal with a storm of counter
proposals. Most of these proposals will lead to a decrease of privacy protection as they
aim to give businesses more room to process personal data of citizens for their benefit.
This is not surprising since a significant number of the proposals and amendments
introduced by Members of Parliament came straight from lobbyists proposals.

The outcome of the legislative process is therefore far from certain. Europeans
may end up with less protection of their personal data than they currently enjoy.

This paper will analyze the need for an update to data protection law and
explore the new additions proposed by the European Commission. Finally, it will
explain the political state of play and possible outcomes.
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