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US Behaviorally Targeted Online Advertising
spending, 2008-2014 (millions and % change)
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They Know More Than You Think rF A i

‘Web companies are usually compared by how many people visit their sites each month. But locking
at how many times a month each Web company collacts data about a typical visitor may be a better
comparison. These figures are based on the number of times consumers make search inquiries on
these siles as well as the number of ads they see, pages they view and vidzos they walch. =0 o A

HEEC U A R ORIRBOMED s

DE

2007 NUMBER OF TIMES DATA IS

'COLLECTED ON EACH VISITOR

COMPANY IN AMONTH, ON AVERAGE MILLION LINIGUE VISITORS 5 a
Yahoo 2520 I 150 ¢ I i L)

Fox Iorscive Mod (ySoace) 1220 I | | o1 I
Time Warner Network (AOL) 610 @ companys 1637 I |

: Web site
Google 576 N 1577 I "

From the

Facebook 525 [l comparys 347 [

Mirosof 355 . sdnemat 1447 I 7

EBay 2010 709 I LLLRRER LR 11 iy
Amazon 871 65.2 I

ZEX: NY Times. 3.10.2008
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1. Site Targeting
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2. Contextual Targeting
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3. Behavioral Targeting
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4. Profile Targeting
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5. ISP Behavioral Targeting
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Article 29 Data Protection Working Party Opinion 1/2008
on data protection issues related to search engine (2008)

Article 29 Data Protection Working Party
Opinion 2/2010 on online bahavioural advertising (2010.6)

Self-Regulatory principles for online behavioral advertising
(2009. 2)

Targeted Online Advertising (2009)

Self-Regulatory Principles for online behavioral advertising
Al_gxl_ Etl (2009.7)

AP KFER The network advertising initiative's self-regulatory code of
7(-|| conduct (2009. 2)

Online Behavioral Advertising
A checklist of practices that impact consumer trust (2009)

Threshold Analysis for Online Advertising Practices (2009. 1)

Best Practices for online service providers (2008.6)

Online Behavioral Tracking and Targeting Concerns and
Solutions from the Perspective of: (2009.9)
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Representative Boucher Introduces Privacy e 2010 5& 4OE|0”
Legislation Rick Boucher S} o| &l(2I3=2H)at

)
|

Cliff Sterns 8}2l2|(23t2hH0

0

May &, 2010 | KELLEY DRYE CLIENT ADVISORY o

) O] & H ~ O| A K| 2 O H =
On ay 4, 2010, Rep. Rick Boueher 0-V4) e House Energy and C 2ot BEj8Rel =3, 0|8, S/HE
n May 4, 2010, Rep. Rick Boucher (D-V4), the House Energy and Commerce . o o
Communications, Technology, and the Internet Subcommitiee Chairman, and Rep. CIiff 'H'X-” ol't I:éi ol_l'gl _*_ ol_I'E £|I' Ao-I OH A‘I

Steams (R-FL), the Ranking Member of the Subcommittee, released a discussion draft -1 7H —6-|_
of a privacy bill intended to address concems about online behavioral advertising and o [ )
place limits on how consumer personal information is collected, used, and disclosed.
The bill would require organizations that collect consumer information to (1) clearly and "'|.| -|
conspicuously disclose privacy policies; (2) allow consumers to opt out of infarmation < |-O [=) H X Ol | =2 —||-
I i privacy | [ : .|_E—|_|OE OE—-OOJ-

collection and sharing and, in some instances, require e consumers' sxpress

affirmative consentto the information practices; and (3) allow e Federal Trade a Hl XI‘E El‘ Ol H'I Al E§ O‘” I:H _6;" —LI_"—9| E
Commission (FTC) to adopt rules to implement and enfarce the bill's requirements, o
|2 0| sF&le| Energy and Commerce
The rels ofthe draft bill follows i d legislative and regulatery scrutiny ove 1
herelease ofthe draft bill follows increased |egislative and regulatory scrutiny over Commlttee 0." A_I E Ol _?_ O_I }ig Dq,

consumer privacy protection measures—a topic that was extensively explored in recent
House Energy and Commerce Commitiee hearings, in the FTC's recent series of |:|| i-_T'_Iﬁ 7-| EH Ol _c'l_l _('El Ol 3_(':):| O-” 4 xl
privacy roundtables, and addressed, at least parfially, inthe FTC's April 26, 2010, . o o = — = =
announcementthat itintends to develop Internet privacy guidelines. All of these effarts P riva Cy RO u ndta b | e 0‘” A'I XHI S &l 2 E —LI_'_—
underscare that regulation of business practices conceming consumer information will |

likely remain atthe forefrontfor the near future. A more detailed analysis ofthe 9_| %
BoucheriSteams bill follaws

Consumer Information & E-C ce Lab. Seoul National University

Ot

off 2| X5k EU

0

* 200914 40| 7HE|El EC Summito Al 22}9l
SHEf™ & 0|8 3 Roundtable2 7§ %[5t
AHIXF SXHES Z3t7| ot BAIXHo|n
Sl goto] Hade =97t

rk

2

+ 2010 60| EUNM 22121 HEYZYEE
o|lgst 24110 CHTH Article29 Data Protection
Working Party2| Opiniong & X &
- CHoh OS2t A Xte| Agtut M2

- informed consent?| M1} 0| & =EE}7|
S{ot 2ok

- OfsAH|RIO| B

- 22tQ AEfFHE 0|8 10 tiet HEXMS S
of L§&0| =g

L

fé‘\:-“v Consumer Information & E-Commerce Lab. Seoul National University

13













Phorm Solutions Korea
HEOIAIEI T 2

phorm OIXK Waobwise G oot

OIE{W O] HAZE|= Devicel] ELUX FIIZ QIO MZL
¥ Platform?] HL2 40| =OIX|1 US.

Car Electronics  Mobile
Computing Growth Drivers Over Time, 1960 — 2020E GFS,

S, AV Video
Home

Entertainment
Mobile Consumer

_____,_.- Games

Cellphone /
Desktop Internet

1B+ Units /
Users

1MM+ Units

1960 1970 1980 1990 2000 2010
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0th Generation

CONTEXTUAL
Based on a single page
being viewed

YiHOO] re#m|

15t Generation

SINGLE SITE BEHAVIOR
Based on all pages viewed
within a single network.

2% Cenetation

AD NETWORK BEHAVIOR
Based on a4l pades viewed on
websites within a single network

. 39 Generation

WEB WIDE BEHAVIOR
. Based on all pages viewed on
 the Web searches made and

PARTIAL
Site-Centric

ads clicked.

ULTIVMATE
- Consumer-Centri

CONSUMER BEHAVIOR OBSERVED

Confidential - Do Not Redistibute 3
2008 © Phorm, Ine. All Rights Reserved

g Y1l WERd HayT]

Microsoft
Advertising

aQQuantive DRIVE

DATA IS THE DIFFERENCE

@ AudienceScience

Hi

—

go il

Non-—ISP

Google AdSense

2
atlas.

AOL &>
TACODA

Where the peaple are
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Marketing T

(Yi1F S8)

actics are Important to US Marketers

Sponsorships

Event marketing

Entertainment
marketing

Field marketing

A 32%

el 38%

il 39%

1 43%

In-house digital
production

PR

Partnerships

Consumer
marketing

Brand strategy

1 49%

1 59%

160%

1 66%

Behavioral

targeting

Consumer insight

Source: eMarketer, 2007

phorm S S
I8 12 TF B (MG XL S
U I8 Yyl (] i B (A5 X .
Aspects which make the Internet less enjoyable
2008
o QIR AMGXH= HAYRE
H0jl CHOH A ﬁ”a‘ﬂ' Children using Chatrooms  Ee 3§ 50%
EE g% h”l n| 24! 'I% Children accessing inappropriate... £ 4 65%
Spyware £ 3 74%
Al =0
¢ II.I' JlUI‘ %ﬂ- jIEE Adverts for things I'm not interested... & a 74%
o|80 AM§ X &AMl
I% t r% ot Es Flashing Ads I i 77%
= BUsE HE E -1“—
21_% Pop up advertising & 4 84%
° EEBE %‘Ilgl %:'_t Online identity theft 3 84%
° EQQAIE _H-ﬂgl ﬁrél- Phishing Sites & i 86%
i [ 4 ggy
o %"Il E%ﬂ _Bc_EH Viruses £ 88%
Spam email i 88%
: Internal study of 2,269 UK Broadband
consumers December 2007
phorm Confidential - Do Not Redistribte. 6

2009 ® Phorm, Inc. All Rights Reserved
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$10+ $1-10 < §1
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e [ % Big 3 XI5At Campaign on Behavioral Ad Network — B& $15 CPM
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0
<
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wn
S
% B YO YEY -
P $0.5~1CPM
20 40 60 80 100

<————— Web Impressions (Percent) ——
Source: Audience Science, Jan 2008
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Secondary Premium Display2} &ai7|8t ¥l
A T|E YT S0 2} HEE=E MES Al 718

$40.00 The Global Opportunity

Display market = ~ $24.1B
Premium = ~ 520.0B (83%)
Remnant = ~ 54.1B (17%)

$35.00

Revenue recaptured
by a secondary
premium channel

$30.00

$25.00

New Secondary Premium
channel unlocks ~$158 of

g ]
o $20.00 |
o / currently lost revenue
$15.00 =
$10.00
$5.00
$0.00
0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8000 9,000 10,000 11,000 12,000
Millions
Impression Volume
W Premium B Secondary Premium I Remnant ‘
* Secondary Premium Display -Premium H|=8t 42 20|l non—monetized & Q1
Source: THINKEquity LLC, 2009
ph orm Confidential - Do Not Redisirbute 9
20096 Phorm, Inc. All Rights Reserved

1. A person
visits a web Egjlﬂ‘%"ﬂ — |AB* %‘2]
bout . . ..
Rome (Online behavioural advertising or

Interest—based advertising)

AL§ XLt HETH I O] X|0f] AT
EC YIE METH= YA SAlTt
BEolL HAAE 1R OEAAH
TUCHYL HF.

2. Some
time: later 'F_'tgjltll_r%rﬂ - FTC** ’8‘2]
they visit a . . ..
football site (Online behavioral advertising)
and an offer
for cheap AHgXtel 222! YHUE E X101
hotels in %E% HHE E_JO\_UI_E %pﬁl
Rome .
STEI= FEE HAMHEO| B
B HREY,
*IAB : Internet Advertising Bureau
**FTC : Federal Trade Commission

horm Contidenl Do Not Rediste 10
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3800

(=4 : $Million)

2600
]
—
_ mm
1650 .
B
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220 90 gm —
- ]
m H m -

2005 2006 2007 2008 2009 2010 2011

Source: eMarketer., Revenue Science
*ANZ RE &F Al Adware A2 Al
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U= AT

e

al Ay

= EYIIE I Y CIS

mO

505 (2 = 65

337
240
120 .1 60 I

2008 2009 2010 2011 2012
=LY iH| 5,350 5,950 6,730 7,360 7,980
L= AAI|E 3y 120 160 240 337 505

Source: MICROAD.JP
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S= IAB Al

IAB (Internet Advertising Bureau)= 200941 38 s A0 HES
O, A 1NCHE XM P OIANS.

your online choices ‘mgl
a guide fo online behavioural advertising
L

YaHoO!
Google =
, )
AoL- AR
phorm SIS, 1
IAB At] EEO| %Al
Notice Consent Education
AHg Xt £30t1 oy
Ll ot 22 Xt
=F o M He
x| g9 KA

-IABE 2221 BAIT|EF Y (0BA)TE HHOIAE FE HEOIK| 4= 28
e

-IABEZ Phorm, AOL, Google, Microsoft, YahooT 107H2] OBAE
B Ol= AIE XIS 2t 29| Good Practice (“Principles”)& XI%.
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0|=2] 32, Network Advertising Initiativell
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in 50 people were online in the US.

Thank you
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Description

No.1 EctZ& ISP, 42 108t =& QU Y 0| EX ER.
H=2 AE NHIA S,

2IEIOIHIZIZI No1 ISP, 22Y 2 2T H MAH 3% U
OIS MHIA Xl, Ecta &= ofl 384t | 0 S XHoil Al
Ml

12| portal 79% < <& 2% 284108+ unique users

2% portal 63% << 2, 1&7884) 8 unique users

3% portal 63% =&, 1& 78 84 2t unique users

CHE =22t BICI0 AtOIE 31% S €2, 89 641 2F UV
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RECEBA O SEU CONTEU_DO
J ® . FAVORITO DE FORMA FACIL,
_—. PRATICA E SEM CUSTO!

S ESTAURANTES

ATIVAR AGORA GRATIS >
O A Internet com a sua cara! NAO ATIVAR
piriia e St M e el N
Sem custo!
) S otiimants ratuito, sem nanhum custo para vocat POLITICA o PRIVACIDADE >
@ Fécil e Pratico! Participantes
Sam compiicagaen, bastanavagari
@ Privacidade Garantida! @ @vuoL
N ssa s S —— D

r A Escolha é Sua! terra

Voca dacide! Voca pode ativar e desativar a qualquer momento!

Conhega mais clicando abaixo!

Com o Navegador, voce podera receber noticias, fotos, videos, musicas e ofertas personalizadas, de forma automatica e imediata. A seleg3o & feita
com base nos seus interesses, sem caixas para clicar & nem formularios para preencher. E o melhor de tudo, é de graga, muito facil de usar @ com
sua privacidade garantida!

Importante! Para ativar, basta clicar no botSo “Ativar agora gratis”
Caso contrario, clique em “N3o ativar”

< ESPORTE MODA BOLSA VIAGEM MUOSICA >

Ph

2. Phorm AMH|A AL

Would you like to get
your favourite content
online without having to
search for it?

With Discover you can get il this for free!

Continue o

Find out more ©
No, thanks o

The Internet, just for youl
Discover parsonalizas the Intamst sccording te your prafarances

%
All'you have to do is browse and your preferrsd content is brought to you

Ereel
This a free senice provided 1o users by their ISPs.

Cancel at any time!
The choice iz yours - You can activate or cancel the senice quickly and easily

Guaranteed privacy!
29 vour privacy is respected - browsing is completely anonymous and sensitive content ignored

s this fras samice on this

roon. If you dont want to take part. click TNo. thanks.~

< Fashion Stock market Travel >
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HID + Channel + Time
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PHORM
CONTROL ZONE
Ad Profile-building

returned ad-request:
RND + summary

Ad-delivery

request: RND —_'_\; :
IP address

Profile-building
request:
RND + summary
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Profiler

ISP
CONTROL ZONE)

i Phorm /ISP Security Zones
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